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Information Technology managers face a wide array of choices irrespective of current economic 
conditions: Which project to fund? Which technology to deploy? Secude Global Consulting has 
developed a selection model that uses the strengths of system 1 (intuition) and system 2 
(rational) thinking while attempting to reduce their weaknesses, all based on the latest findings in 
modern cognitive psychology. Drawing from established disciplines, rational decision making, 
forecasting, knowledge value added, and soft systems methodology, a complete model is 
delivered to the client with monetized outputs which can be used as ongoing management tool. 
This whitepaper presents a high level view of that model. 
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Introduction 

Large enterprise IT departments take a variety of approaches in evaluating which projects to initiate and which 
technologies to deploy. Sometimes the distinction is simple, a tactical solution designed to solve an immediate 
need; or in other cases, difficult strategic decision which is designed to bring long term value to the company. 

 

The selection process frequently has the appearance of rigor and formality. Subordinate groups make 
evaluations; the data is collected and then presented to a manager or a review board (these days via 
PowerPoint) for a decision. However, the work leading up to the presentation often uses non-standardized 
approaches and is heavily biased. Each analyst takes their own approach, based on prior experiences, and 
depending on whether they like or dislike a particular technology brings an unintentional tendentious 
presentation designed to influence the decision. This biasing of information can lead to very poor decisions 
and great cost to the company. An analyst with a high tolerance for risk, and persuasive ability can push a 
company in directions which are strategically counter to the companies long term goals or ability to survive. 
Corrupt personnel can steer companies in directions designed to benefit political allies and outsiders at the 
expense of the shareholders or taxpayers. Past examples of these kinds of behaviors are easy to find in any 
daily newspaper.  

 

The answer to this in general is that all employees should try to reduce their biases and seek after the truth if it 
can be known. Experience teaches us that this is simply impossible. Alternatively, the use of a disciplined 
model that documents carefully the range of choices, the supporting data, that is designed to reduce bias and 
places this information into the appropriate context can mitigate some of the weaknesses inherent in human 
nature. The advantages of such a model include, a formal decision record for which lessons learned can be 
memorialized as rules and reviewed (organizational learning), a distributed modularized approach that reduces 
cross-learning during construction, a reduction in departmental goals working contra corporate goals, reduction 
in biased decision making, deeper insight into processes, a base from which process evolution can be properly 
understood and strong foundation for directed design evolution. 

 

Theoretical Basis 

Cognition 

The model developed by SGC is drawn from the work of many researchers but the primary foundation is 
Herbert A. Simon’s concept known as bounded rationality, that is, human decision makers must make 
decisions operating under numerous limitations including, finite knowledge, mental capacity, and time. This 
approach recognizes that individuals acting for themselves or on behalf of their organizations do not maximize 
their expected gain but in fact have a point of contentment that matches their goals. The distance from this 
goal will influence the level of risk they are willing to accept in pursuit, along with their current wealth 
perception vis-à-vis the size of the risk.  

 

The SGC model also draws on the work of Daniel Kahneman, and Amos Tversky who investigated the role of 
emotion, cognition and perception in risk assessment. Additionally it uses elements of Gary Klein’s, naturalistic 
decision making and the research of Gerd Gigerenzer, Konstantinos Katsikppoulos et. al.’s work on fast and 
frugal heuristics. These research directions which seem at times at odds with each other lay the cognitive 
foundation of the model so at its core it combines an understanding of the bounded rational decision making, 
leveraging the benefits of system 1 (intuition) and system 2 (rational) while attempting to reduce bias. This 
foundation informs the other elements of the model. 

 



 

3 

Heuristics 

SGC unified selection model will favor what Gerd Gigerenzer has called the “adaptive toolbox” in certain 
situations and conditions. The use of these heuristics (again in the correct context) has been shown to be 
superior to more comprehensive approaches such as Bayesian networks. 

 

Analysis and Analytics 

The unified selection model, again as function of time, uses an analysis of the corporate strategic goals, 
(Balanced Scorecard or other planning method), soft systems analysis, the business processes under 
consideration, use of knowledge and financial metrics to insure that all the elements are considered. The soft 
systems analysis is based on systems theory from von Bertalanffy, Mead, Bateson et. al. and Forrester’s 
system dynamics. The decomposition of process and knowledge measurement is drawn from the work of 
Hausel & Bell. Financial analysis uses traditional financial theory in particular real options and or discounted 
cash flows. The more removed a process is from direct creation of profit or reduction of costs the less relevant 
financial analysis may seem, however, what is gained from financial analysis a systematic, thorough analysis 
which can be communicated numerically and with continual updates, can be used as an ongoing project 
management tool.  

 

The Model 

Overview 

The diagram below provides a high level view of the unified selection model. While having a large scope, its 
actual execution can be very quick as little as one day with a single decision maker and up to 30 - 90 days for 
complex comparisons. 
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Temporal Context 

In order to determine the proper decision methodology it is important to understand the relative time pressure. 
This area is explored to determine as objectively as possible the time frames under consideration and its 
practicality in light of both internal and external constraints. Frequently “urgent” decisions are driven primarily 
by emotion. Assets are re-directed, personnel re-assigned, a mad scramble ensues whose ultimate result may 
or may not contribute to shareholder value. Therefore the first consideration is the time pressure and even 
under duress the model adopts and provides proper frameworks. 

 

Corporate Context 

Irrespective of their position within the management hierarchy, all managers are money managers whose 
expenditures amount to investment decisions on behalf of the shareholders. Shareholders have but one 
reason in taking a position in a company and that is the belief that the corporation’s managers can bring a 
better return on investment than they could do on their own. For this reason, it is critical that expenditures 
within the enterprise be aligned completely with corporate goals to insure that initiatives are not working 
against the plans of the company or violate established corporate values. There are cases in which a tactical 
decision is made to work contra the longer term goal but if this path is chosen it should be a response to a 
fundamental shift in the market and the longer term goals should be reconsidered should the results of the 
tactical decision prove correct. If this appears to be the case the model should be run first on this decision 
prior to executing the next. 

 

Soft Systems Context 

The investment to be made by IT seeks to move the company from a less desirable state to a more desirable 
one. Depending on the prior contexts, the existing systems should be mapped and process workflows 
decomposed into their operational parts and a current return on both knowledge and investment taken as a 
snap shot. This is followed by forecasting of the expected state post implementation for each initiative under 
consideration and an equivalent analysis performed. Depending on the length of the process this data will be 
refreshed multiple times. This context along with product/project criteria is iterative, each impacting the other. 
The number of iterative steps depends upon time allotted. 

 

Product/Project Criteria 

While this area seems straight forward, select the most important criteria weight them and do a comparison, it 
is the area most frequently containing both intentional and unintentional bias. The subject matter expert(s) will 
make an implicit decision based on intuition and present the information to the decision maker in a manner 
that favours their recommendation. To a degree this is adjusted for by penetrating questions from the decision 
maker but cannot entirely make up for the framing effects. SGC collects criteria from both in house subject 
matter experts, other “stakeholders”, and outside analysts (when appropriate). Along with the criteria, the 
rationales for their inclusion are collected and when appropriate any supporting information. Using techniques 
from financial markets the criteria are filtered, choices reduced and selections rolled back into the soft 
systems context for analytic assignment. 

 

Execution 

When engaged by a customer SGC follows an established methodology utilizing a guided outline in 
combination with personal interviews and open ended questions. Choices presented to clients are examined 
for bias prior to presentation. Commercial software is used to document the findings, to build the analytics and 
to create the final presentation.  
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Presentation 

Once concluded the information is presented in a traditional layered manner with supporting detail 
underneath. Once the final decision is made the information along with its supporting documentation can be 
stored for review. Post hoc analysis of decisions made and lessons learned can be further used to build strong 
organizational knowledge. 

 

Conclusion 

This document has covered at a high level SGC’s unified decision model. A methodology for making decisions 
that leverages both intuition and reason. It adapts to the context of time pressure, the associated corporate 
goals and systems goals, reduces bias and framing effects and delivers the information in a standard form. 
This standardized approach allows for ongoing decision analysis and organizational learning. 
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Gregg Dippold 
Author  
Gregg Dippold, CISSP is information security professional with broad background in 
information security, including systems architecture, secure systems design, secure 
protocols, network security, identity management and risk management. In his previous 
job he was security project manager for the Americas and coordinated the deployment 
of a identity management solution throughout that region; prior to this he has developed 

comprehensive security standards and policies, re-architected DMZ’s, conducted penetration testing, security 
and network research. In November 2007, he joined SECUDE Global Consulting (U.S.), LLC as a senior 
manager. He developed SECUDE’s identity management methodology, and over saw the development of 
Augment, a utility for supplementing the SAP Netweaver Identity Management staging process. Most recently 
he developed the Unified Selection Model following eight years of research. He blogs periodically at the 
Netweaver Identity Manager Blog and at Risk Intelligence. Gregg can be reached via email at 
gregg.dippold@secude-consulting.com.  

 

Matthias Hessler Matthias Hessler Matthias Hessler Matthias Hessler     
Managing Partner for SGC USManaging Partner for SGC USManaging Partner for SGC USManaging Partner for SGC US    

Before joining SECUDE Global Consulting, Mr. Hessler was a Managing Consultant at IBM 
Global Business Services with responsibilities for services in the Business Risk 
Management and Corporate Governance Services unit. He was actively involved in 
developing a method and toolsets that support the implementation of large scale SAP 
R/3 authorization concepts as well as the definition of effective Business Process 
Controls. In this role, he led several Security projects implementing Best Practice models 
serving large customers in various industries. He is a well-recognized expert in the SAP 

Security arena as well as co-authors of the book "SAP Authorization System" (SAP Press, 2003). Prior to his 
work at IBM he was a Principal Consultant at PWC Consulting and held an Internal Audit position at 
PricewaterhouseCoopers. Mr. Hessler was awarded a Certified Information Systems Security Professional 
(CISSP) certification by (ISC)2. 

 

SECUDE Global Consulting (U.S.), LLCSECUDE Global Consulting (U.S.), LLCSECUDE Global Consulting (U.S.), LLCSECUDE Global Consulting (U.S.), LLC    

SGC was founded in 2006 to address a rapidly growing need in Risk Management consulting services.  

Despite a number of prestigious consulting firms already offering such services, the quality of consulting varied 
greatly depending on the available consultant.  

The result was inconsistent messages without a long term strategic vision delivered to the customer along with 
frequent change, revision, and frustration. 

The founding members of SECUDE Global Consulting have put themselves to the test by developing a rigorous 
methodology to achieve long term, sustainable Enterprise Risk Management (ERM) solutions with dedicated 
Quality Assurance practices.  

The result is a higher level of satisfaction from our customers and a higher level of satisfaction from our 
consultants for a job well done. 
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DisclaimerDisclaimerDisclaimerDisclaimer    

The information contained in this document represents the current view of SECUDE on the issues discussed as 
of the date of publication. Because SECUDE must respond to changing market conditions, it should not be 
interpreted to be a commitment on the part of SECUDE, and SECUDE cannot guarantee the accuracy of any 
information presented after the date of publication. 

This White Paper is for informational purposes only. SECUDE MAKES NO WARRANTIES, EXPRESS, IMPLIED OR 
STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. 

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under 
copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or 
transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for 
any purpose, without the express written permission of SECUDE.  

SECUDE may have patents, patent applications, trademarks, copyrights, or other intellectual property rights 
covering subject matter in this document. Except as expressly provided in any written license agreement from 
SECUDE, the furnishing of this document does not give you any license to these patents, trademarks, 
copyrights, or other intellectual property. 

SECUDE Global Consulting (U.S.), LLC, is an affiliated corporation of SECUDE AG in Emmetten (Switzerland), the 
United States and/or other countries. 

© 2009 SECUDE AG. All rights reserved. 
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